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THE ROLE OF THE INTERNATIONAL ATOMIC
ENERGY AGENCY IN SAFEGUARDING
AGAINST ACTS OF TERRORISM

WEDNESDAY, OCTOBER 3, 2001

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON INTERNATIONAL
OPERATIONS AND HUMAN RIGHTS,
COMMITTEE ON INTERNATIONAL RELATIONS,
Washington, DC.

The Subcommittee met, pursuant to call, at 1:47 p.m. in Room
2172, Rayburn House Office Building, Hon. Ileana Ros-Lehtinen
[Chairperson of the Subcommittee] presiding.

Ms. Ros-LEHTINEN. The Subcommittee will come to order.

I will be making my opening statement, and then we will be rec-
ognizing Members as they come in, and then I will be glad to intro-
duce our distinguished set of panelists. And I apologize for being
) 1llate; as you know, the Full Committee ran a little bit late as
well.

It has been repeatedly said that the United States lost its inno-
cence on Tuesday, September 11, 2001. The sense of security and
invincibility that stemmed from being the Cold War victor and the
global superpower was destroyed in less than an hour, the span of
time between the attack on the first tower of the World Trade Cen-
ter and those on the second tower and, later, the Pentagon.

In this brief moment in history, the United States and the Amer-
ican people realized that anything and everything is possible.

We now fully understand that terrorists have no boundaries, no
sense of remorse, that terrorists place no value on human life. As
the September 11 attacks taught us, no country and no target is
immune from this cancer. To terrorists, any means is justifiable.

Suddenly, the warnings and the analyses by experts on the po-
tential use of chemical and biological weapons and the potential for
nuclear terrorism were no longer viewed as abstract arguments for
action film plots. Suddenly, nuclear-related terrorism became a
vivid and very real threat. This sense of urgency was palpable as
the U.S. put on standby alert its nuclear emergency search team,
which is trained to respond to terrorists armed with nuclear weap-
ons. We therefore needed to evaluate what the U.S. has done and
will do unilaterally and globally to prepare and protect against the
daunting possibility of nuclear terrorism.

The pivotal role of the International Atomic Energy Agency in
ensuring the physical protection of nuclear materials and coun-
tering the illicit trafficking of these radioactive elements was best
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described by Secretary of Energy Spencer Abraham at the opening
session of the International Atomic Energy Agency’s general con-
ference held in Vienna from September 17 through the 21st. Sec-
retary Abraham underscored that

“We know our security and that of nations around the world
largely depends upon what this agency does to prevent the pro-
liferation and the misuse of nuclear materials. We cannot as-
sume that tomorrow’s terrorist attacks will mirror those we
have just experienced. That is why the work of the IAEA is so
pivotal.”

How real or imminent is the threat of nuclear-related terrorism?
President Bush warned at a congressional prayer meeting on
Wednesday, September 19, that there was credible evidence of a
second wave of terrorist attacks that could strike the U.S., which
could include nuclear terrorism. It has also been reported that in
1992 a series of national intelligence estimates from the CIA con-
cluded that such nuclear terrorism was indeed highly likely.

Earlier this year it was reported that the CIA had identified 12
terrorist groups which had attempted to buy enriched uranium and
plutonium in order to make a nuclear bomb, including Islamic mili-
tants linked to Osama bin Laden. Such attempts to obtain nuclear
materials was revealed during the trial in the U.S. District Court,
Southern Division of New York, of bin Laden and others for the
August 7, 1998, bombings of the U.S. Embassies in Kenya and Tan-
zania. Testimony revealed that bin Laden had been working on ac-
quiring uranium, presumably for the development of nuclear weap-
ons.

Last week, Gary Milhollin, Director of the Wisconsin Project on
Nuclear Arms Control here in Washington, DC, was quoted as say-
ing that,

“Over the next 10 years there is a definite risk of a terrorist
attack with nuclear weapons.”

The differences in these assessments concerning the immediacy
of the threat appears to hinge on the definition of nuclear ter-
rorism. There are those who argue that terrorist organizations lack
the technology, the manpower, the access to materials to launch a
terrorist attack using nuclear warheads, thus delaying the threat
of nuclear terrorism. Nevertheless, what worries the experts, ac-
cording to recent reports, is the lethal combination of radioactive
material and conventional explosives.

As Graham Allison, Director of Harvard University’s Belfer Cen-
ter, has described,

“If you had a softball-size lump of enriched uranium, some ma-
terials mostly available at Radio Shack and an engineering
grad from an American university, you would have a reason-
able chance of making a crude nuclear weapon.”

Others would argue that the jackpot for terrorists are “backpack”
weapons. Information coming out of the bin Laden trial in New
York reveals that bin Laden has a scientific team working on such
a backpack nuke. However, terrorists such as bin Laden would not
need to go very far to find such minimized weapons. According to
public sources, 80 or more of these backpack nukes were built for
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Russian special forces during the Cold War. These weapons were
designed to be transported and activated by one man and can de-
liver a 1-kiloton explosion big enough to destroy a small city.

Prevention of such nuclear-related terrorism hinges on strength-
ening the physical protection of nuclear materials, on preventing
the diversion of such materials for offensive purposes, and on de-
tecting and intercepting the illegal transfers of such dangerous ma-
terials. This is where the International Atomic Energy Agency
steps in.

One of the Agency’s two primary goals is to ensure, as far as it
is able, that the assistance it provides is not used to further mili-
tary purposes. Under this framework, the Agency developed a pro-
gram to address illicit trafficking of nuclear material and other ra-
dioactive sources in 1994. The program focuses on helping coun-
tries strengthen their nuclear laws and infrastructures to ensure
greater accounting, control, and security over these materials, on
helping countries detect and respond to illegal movements of radio-
active materials and to analyze confiscated materials, on devel-
oping and providing training for regulatory and facility personnel
as well as law enforcement authorities, on enhancing the exchange
of information via international interagency meetings and through
such efforts as the illicit trafficking database program that it has
developed.

The Agency has also established the Office of Physical Protection
and Material Security which involves the four departments—Safe-
guards, Nuclear Safety, Technical Cooperation, and Management.
The Agency has developed, in consultation and cooperation with
the world’s customs organizations and INTERPOL, a safety guide
on preventing, detecting, and responding to illicit trafficking in ra-
dioactive materials. This guide, along with supplementary technical
manuals, are for the use of customs offices and law enforcement,
as well as other relevant authorities and agencies, in their efforts
to address the illicit trafficking in nuclear materials.

The Agency regularly reviews the threat, along with the methods
to protect against it. In fact, in May of this year the Agency, in con-
cert with INTERPOL, EUROPOL and the world customs organiza-
tions, held an international conference on security of material,
which included multiple sessions on the threats and responses to
nuclear terrorism, assessing vulnerability and strengthening global
protection.

Nevertheless, as the Agency’s Director General stated at the
General Conference in Vienna,

“[that the IAEA] cannot be complacent. We have to and we will
increase our efforts on all fronts, from combating illicit traf-
ficking to ensuring protection of nuclear materials, from nu-
clear insulation designed to withstand attacks, to improving
how we respond to nuclear emergencies.”

This, he added, would require extra resources, but he was confident
that the Agency and the member states would rise to the challenge.

Ultimately, we hope that this hearing will provide Members with
a better understanding of the nature, source, and scope of the
threat of nuclear terrorism. We hope to evaluate the Agency’s ef-
forts thus far regarding nonproliferation and nuclear terrorism, the
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Agency’s role in addressing these grave issues globally and its role
within U.S. priorities and objectives in this realm, the inter-rela-
tionship between the Departments of States and Energy rep-
resented here today and the Agency and what this relationship and
the U.S. course of action will develop into in the aftermath of the
deplorable attacks of September 11th.

But what does all of this mean for homeland security? How has
the U.S. worked with the Agency to safeguard its own nuclear
plants against sabotage and acts of terrorism such as the one we
witnessed on September 11 of this year? Can they withstand such
an attack without disastrous consequences? Are they vulnerable to
sabotage? Can they be used as a source for illicit trafficking in nu-
clear materials?

The safety and well-being of our constituents and indeed the
American people depends on all of us, the Congress and the Admin-
istration working together to ensure that all possible steps and
even seemingly impossible ones have been taken to protect our
country from nuclear terrorism.

[The prepared statement of Ms. Ros-Lehtinen follows:]

PREPARED STATEMENT OF THE HONORABLE ILEANA ROS-LEHTINEN, A REPRESENTA-
TIVE IN CONGRESS FROM THE STATE OF FLORIDA, AND CHAIRWOMAN, SUB-
COMMITTEE ON INTERNATIONAL OPERATIONS AND HUMAN RIGHTS

It has been repeatedly said that the United States lost its innocence on Tuesday,
September 11, 2001.

The sense of security and invincibility that stemmed from being the Cold War vic-
tor and global superpower was destroyed in less than an hour—the span of time be-
tween the attack on the first tower of the World Trade Center and those on the sec-
ond tower and later the Pentagon.

In this brief moment in history, the United States and the American people real-
ized that anything and everything is possible. We now fully understand that terror-
ists have no boundaries, no sense of remorse; that terrorists place no value on
human life.

As the September 11th attacks taught us, no country and no target is immune
from this cancer. To terrorists, any means is justifiable.

Suddenly, the warnings and analyses by experts on the potential use of chemical
and biological weapons and potential for nuclear terrorism, were no longer viewed
as abstract arguments or action film plots. Suddenly, nuclear-related terrorism be-
came a vivid and very real threat.

This sense of urgency was palpable as the U.S. put on standby alert its Nuclear
Emergency Search Team, which is trained to respond to terrorists armed with nu-
clear weapons.

We therefore needed to evaluate what the U.S. has done and will do, unilaterally
and globally, to prepare and protect against the daunting possibility of nuclear ter-
rorism.

The pivotal role of the International Atomic Energy Agency in ensuring the phys-
ical protection of nuclear materials and in countering the illicit trafficking in these
radioactive elements, was best described by Secretary of Energy, Spencer Abraham,
at the opening session of the IJAEA’s General Conference held in Vienna from Sep-
tember 17th through 21st.

Secretary Abraham underscored that: “We know our security and that of nations
around the world, largely depends upon what this Agency does to prevent the pro-
liferation and the misuse of nuclear materials . . . We cannot assume that tomor-
row’s terrorist acts will mirror those we have just experienced. This is why the work
of the TAEA is so pivotal.”

How real or imminent is the threat of nuclear-related terrorism?

President Bush warned a congressional prayer meeting on Wednesday, September
19th, that there was credible evidence a second wave of terrorist attacks would
strike the U.S. which could include nuclear terrorism.

It has also been reported that, in 1992, a series of National Intelligence Estimates
from the CIA concluded that such nuclear terrorism was highly likely.
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Earlier this year, it was reported that the CIA had identified 12 terrorist groups
which had attempted to buy enriched uranium and plutonium in order to make a
nuclear bomb, including Islamic militants linked to Osama bin Laden.

Such attempts to obtain nuclear materials was revealed during the trial in U.S.
District Court, Southern District of New York, of bin Laden and others for the Au-
gust 7, 1998 bombings of the U.S. embassies in Kenya and Tanzania. Testimony re-
vealed that bin Laden has been working on acquiring uranium presumably for the
development of nuclear weapons.

Last week, Gary Nilhollin, director of the Wisconsin Project on Nuclear Arms Con-
trol in Washington, D.C. was quoted as saying that: “Over the next 10 years, there
is a definite risk of a terrorist attack with nuclear weapons.”

The differences in these assessments concerning the immediacy of the threat ap-
pear to hinge on the definition of nuclear terrorism.

There are those who argue that terrorist organizations lack the technology, man-
power, and access to materials to launch a terrorist attack using nuclear warheads,
thus, delaying the threat of nuclear terrorism.

Nevertheless, what worries the experts, according to recent reports, is the lethal
combination of radioactive material and conventional explosives.

As Graham Allison, director of Harvard University’s Belfer Center, has described:
“If you had a softball-size lump of enriched uranium, some materials [mostly] avail-
able at Radio Shack, and an engineering grad of an American university, you would
have a reasonable chance” of making a crude nuclear weapon.

Others would argue that the jackpot for terrorists are “backpack” weapons. Infor-
mation coming out of the bin Laden trial in New York reveals that bin Laden has
a scientific team working on such “backpack nukes.”

However, terrorists such as bin Laden would not need to go very far to find such
minimized weapons.

According to public sources, 80 or more of these “backpack nukes” were built for
the Russian special forces during the Cold War. These weapons were designed to
be transported and activated by one man and can deliver a one kiloton explosion
big enough to destroy a small city.

Prevention of such nuclear-related terrorism hinges on strengthening the physical
protection of nuclear materials; on preventing the diversion of such materials for of-
fensive purposes; and on detecting and intercepting the illegal transfers of such dan-
gerous materials.

This is where the International Atomic Energy Agency steps in.

One of the Agency’s two primary goals is to ensure, as far as it is able, that the
assistance it provides is not used to further any military purpose.

Under this rubric, the IAEA developed a program to address illicit trafficking of
nuclear material and other radioactive sources in 1994.

The program focuses on helping countries strengthen their nuclear laws and infra-
structures to ensure greater accounting, control, and security over these materials;
on helping countries detect and respond to illegal movements of radioactive mate-
rials and to analyze confiscated materials; on developing and providing training for
regulatory and facility personnel, as well as law enforcement authorities; on enhanc-
ing the exchange of information via international and inter-agency meetings and
though such efforts as the Illicit Trafficking Database Program it developed.

The TAEA has also established the Office of Physical Protection and Material Se-
curity which involves the four Departments—Safeguards, Nuclear Safety, Technical
Cooperation, and Management.

The Agency has developed, in consultation and cooperation with the World Cus-
toms Organization and INTERPOL, a Safety Guide on Preventing, Detecting and
Responding to Illicit Trafficking in Radioactive Materials.

This guide, along with supplementary technical manuals, are for the use of cus-
toms officers, other law enforcement, as well as other relevant authorities and agen-
cies in their efforts to address the illicit trafficking in nuclear materials.

The IAEA regularly reviews the threat, along with the methods to protect against
it.

In fact, in May of this year, the IAEA, in concert with INTERPOL, EUROPOL,
and the World Customs Organization, held an International Conference on Security
of Material, which included multiple sessions on the threats and responses to nu-
clear terrorism—assessing vulnerability and strengthening global protection.

Nevertheless, as the IAEA Director General stated at the General Conference in
Vienna, “[The IAEA] cannot be complacent. We have to and will increase our efforts
on all fronts—from combating illicit trafficking, to ensuring the protection of nuclear
materials—from nuclear installation design to withstand attacks, to improving how
we respond to nuclear emergencies.”
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This, he added, would require extra resources but he was confident that JAEA
Member States would rise to the challenge.

Ultimately, we hope this hearing will provide the Members with a better under-
standing of the nature, source, and scope of the threat of nuclear terrorism.

We hope to evaluate IAEA’s efforts thus far regarding non-proliferation and nu-
clear terrorism; the Agency’s role in addressing these grave issues, globally, and its
role within U.S. priorities and objectives in this realm; the inter-relationship be-
tween the Departments of State and Energy, represented here today, and the TAEA;
and what this relationship and U.S. course of action will develop into in the after-
math of the deplorable attacks of September 11, 2001.

But what does this all mean for homeland security? How has the U.S. worked
with the IAEA to safeguard its own nuclear plants against sabotage and acts of ter-
rorism such as the ones we witnessed on September 11th of this year? Can they
withstand such an attack without disastrous consequences? Are they vulnerable to
sabotage? Can they be used as a source for illicit trafficking in nuclear materials?

The safety and well-being of our constituents and the American people depends
on all of us—the Congress and the Administration—working together to ensure that
all possible steps, and even seemingly impossible ones, have been taken to protect
this country from nuclear terrorism.

I look forward to it.

I thank the witnesses in advance for their testimony and the work that they do.
I would also like to thank Barry Gidley who is handling public information matters
for the TAEA, for his assistance and cooperation and for being so responsive to this
Subcommittee.

Ms. RoOS-LEHTINEN. I look forward to hearing the testimony
today, and I thank the witnesses in advance for their testimony
and for the work they do day in and day out. I will introduce the
panelists, but I am sorry that we will be unable to hear from you
until we have another Member of our Subcommittee.

We have the farm bill on the floor; there is a lot of interest and
a lot of amendments. We expect a series of votes, and I think that
that is where most of the folks are. We will have three votes total
in about 15 minutes. But I will introduce you so that when we get
another member of the panel, we can get right to the testimony.

Today we are joined by an exceptional panel of witnesses to thor-
oughly explore the topic at hand. We will be hearing first from the
State Department witness, currently the acting Assistant Secretary
of State for the Bureau of Nonproliferation, Mr. Richard Stratford,
who is also the Director of the Office of Nuclear Energy Affairs. At
his post he is responsible for guidance on international nuclear en-
ergy affairs, nuclear expert control policies, nuclear cooperation
agreements and international initiatives in nuclear energy tech-
nology. Most notably, with regards to today’s hearing, Mr. Stratford
is a frequent U.S. delegate to meetings of the Board of Governors
of the International Atomic Energy Agency and to the Agency’s
General Conference, where he represents the U.S. in the Com-
mittee of the Whole.

Previously, from 1987 to 1993, he served as Deputy Assistant
Secretary of State for Nuclear Energy and Energy Technology Af-
fairs. During the Reagan Administration, he was the Executive As-
sistant to the Ambassador at Large and Special Advisor to the Sec-
retary on Nonproliferation Policy and Nuclear Energy Affairs, with-
ou(’{ a doubt an expert at today’s hearing, and we welcome you
today.

Mr. Stratford is accompanied by Ambassador E. Michael South-
wick, whom we welcome back to our Subcommittee. He became
Deputy Assistant Secretary for the Bureau on International Orga-
nization Affairs in January 1998 from which he develops and im-
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plements U.S. policy in the United Nations and its specialized
agencies and other international organizations. He also has respon-
sibility for the development of U.S. policy in the specialized and
technical U.N. agencies as well as voluntary funds and programs
such as UNDP, UNICEF, and the World Food Program. He served
as Ambassador to Uganda from 1994 to 1997. As a foreign service
officer, he has held a variety of positions concentrating on African
affairs and management. For instance, at his current post, Ambas-
sador Southwick headed a State-Pentagon team that successfully
gegotiated a new international treaty banning the use of child sol-
iers.

Welcome back to our Subcommittee, Ambassador. Thank you for
being an accompanying witness today.

Testifying second will be Colonel Steven K. Black. He currently
serves as the acting Director of the Office of Arms Control and
Nonproliferation in the National Nuclear Security Administration,
a subagency of the Department of Energy. His office is responsible
for a broad range of nonproliferation policy, arms control and inter-
national security issues, particularly those involving nuclear tech-
nology and weapons of mass destruction. It also coordinates and
manages programs involving former Soviet weapons scientists, de-
velops initiatives involving the nuclear fuel cycle, executes the De-
partment of Energy’s statutory responsibilities for export control,
and provides the U.S. mission in Vienna with personnel, policy,
and technical expertise especially in the area of international nu-
clear safeguards.

A retired colonel prior to joining the NNSA, he served for over
20 years as an Air Force intelligence officer. During his Air Force
career, Colonel Black commanded the Intelligence Watch Center in
the Cheyenne Mountains, conducted on-site arms control inspec-
tions throughout Russia, Belarus and Ukraine, and served as a
military attache at the U.S. Embassy in Moscow in the waning
days of the Soviet Union, and served on the Joint Staff in the Pen-
tagon.

He finishes his Air Force career this year upon completion of a
tour of duty in the Office of the Vice President, where he is respon-
sible for international security issues.

Welcome, and we look forward to your testimony. Thank you,
Colonel.

And lastly we will be hearing the testimony of Dr. William D.
Travers. Dr. Travers has been the Executive Director for Oper-
ations of the Nuclear Regulatory Commission since October, 1998,
where he is the Chief Staff Official of the NRC, managing the day-
to-day operations of the agency.

Dr. Travers first joined the Nuclear Regulatory Commission in
1976. Soon after the Three Mile Island accident in 1979, he was as-
signed to the on-site response team and directed all the licensing
and inspection activities related to the cleanup. He later served as
the Chief of the Emergency Preparedness Branch where he devel-
oped policy and carried out licensing reviews. Subsequently, he
served as Deputy Associate Director for Advanced Reactors and Li-
censed Renewals, where he led an agency effort to revise the agen-
cy’s requirements for renewing nuclear power plant operating li-
censes.
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As Director of the Spent Fuel Project Office, he established a new
organization which focused on issues related to systems for the safe
storage and transportation of spent nuclear fuel.

Beginning in late 1996, Dr. Travers served as the Director of the
Special Projects Office, which was responsible for all inspection and
licensing activities associated with the shutdown of the Millstone
nuclear power plant.

We look forward to hearing Dr. Travers’ testimony, and we wel-
come all of you here today; and I would like to recognize Mr.
Menendez for opening statements.

Mr. MENENDEZ. Thank you, Madam Chairlady. I appreciate your
calling the hearing in the oversight capacity of the Committee.

Let me just say, I think the IAEA is a great institution, very im-
portant. However, I have in the past raised some serious questions
I have had about the mission of the IAEA in the context not of its
role in ensuring the safety of those nuclear entities that exist in
the world but in terms of what its role should be in the context of
being concerned about the proliferation issues and the facilitation
of those individuals in operational capacity and others.

And one of my concerns has been the been the Bushir nuclear
facility in Iran. And the real question, I think, is in the wake of
September 11, I think we have to ask ourselves as a country and
the rest of the nations of the world, can we afford to do business
as usual, so to speak, in the days ahead?

Certainly in the United States we are going through a major
process. I was looking at all of our Federal, State, and local govern-
ment entities and looking at whether or not their organizational
structures and goals are meeting the ultimate security needs of the
United States. We are looking at the military, law enforcement, in-
telligence, emergency preparedness response, public health agen-
cies and how others are going to adapt to protect the American peo-
ple.

Now, the International Atomic Energy Agency is a consensus-
driven organization that is in the business of serving member
states in regard to the safe and efficient use of nuclear power, and
that is a vitally important task, but in the wake of September 11,
I think we have to ask whether a further fundamental change for
the Agency is in order.

I am not wondering whether the IAEA can do more. Most organi-
zations, whether national or international, given the opportunity,
will seek to do more, and given the money will seek to do more.
Rather, I am wondering qualitatively whether member states to-
gether should in part determine that an additional focus of the
Agency in the post-September 11 world is to see what it can do to
successfully protect the world from nuclear proliferation, from the
illicit trafficking of nuclear materials, the protection of facilities
against terrorism and sabotage, among other issues. And I hope
that in the course of today’s hearing we may hear some answers
to those questions.

I certainly continue to be concerned about the IAEA’s funding of
entities like the Bushir plant in Iran. It seems to me that part of
what we need to do in this global effort that is presently under way
is to determine whether or not we want the ability of people to
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have ultimately the operational capacity to have access to nuclear
plants that can also be diverted for nuclear weaponry.

Do we want to assist those entities to ultimately achieve their
goals; or is it in our national interest in a place like Iran, that has
huge oil and natural gas reserves and obviously doesn’t need nu-
clear energy for the purposes of its domestic consumption, should
we not be looking to create a standard in which we don’t get en-
gaged in assisting those to have the operational capacity that we
would not want to see both as a country or, for that matter, as a
world community?

Having said that, Madam Chairlady, I ask that my full state-
ment be entered into the record.

[The prepared statement of Mr. Menendez follows:]

PREPARED STATEMENT OF THE HONORABLE ROBERT MENENDEZ, A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF NEW JERSEY

In the wake of the events of September 11th, we have asked ourselves whether
the nations of the world can afford to do business as they did prior to the horrific
attacks on the World Trade Center and the Pentagon.

As a result of this catastrophe, United States federal, state and local government
agencies will by necessity change or even transform their organizational structure
and goals. The military, law enforcement and intelligence, emergency preparedness
and response and public health agencies and others will have to adapt if we are to
protect the American people from terrorism.

The International Atomic Energy Agency is a consensus-driven organization that
is in the business of serving Member States with regard to the safe and efficient
use of nuclear power. That is a vitally important task. In the wake of September
11th, however, we must ask whether a fundamental change for the agency is in
order.

I am not wondering whether the IAEA can do more. Most organizations, national
or international, will accept more money to do more things. Rather, I am wondering
qualitatively whether Member States together should refocus the mission of the
Agency to adjust it to the post-September 11th world—not so that it can do more
but so that it can successfully protect the world from a nuclear disaster. Now we
have to ask whether the IAEA should do something in the realm of
counterterrorism.

The agency is involved in the critically important work of ensuring the security
of nuclear material, of nuclear plant facilities, and certifying that nuclear materials
are not diverted from safe uses. But it has no explicit role in counterterrorism. We
must ask whether these roles are adequate to the changed reality.

For years, I have been concerned about IAEA activities with respect to providing
support for two projects in particular: the proposed Juragua nuclear power plant in
Cienfuegos, Cuba, and the plant under development in Bushehr, Iran. I have spon-
sored amendments that the House saw fit to pass restricting IAEA funding or sanc-
tioning the ability of other nations to assist with the development of those plants.

I continue to believe that we must consider both of these regimes a threat to the
United States both in terms of nuclear technology proliferation and in conducting
nuclear terrorism. Thus, I take issue with the IAEA’s institutional neutrality with
regard to the proliferation threat of these two regimes. Now we add terrorism to
the mix.

If the IAEA is considered the international authority of record on the safe use of
nuclear power, and if it knows, for example, that both these nations pose a threat
in terms of nuclear safety or nuclear weapons proliferation, why does it not take
issue with the direction that those programs are taking?

The TAEA monitors nuclear power use and ensures through peaceful cooperation
that nuclear powers can operate safely. But it does not seek to prevent nuclear pro-
liferation for weapons development. Why doesn’t the agency opine when it witnesses
nonproliferation violations?

After September 11th one has to wonder whether the IAEA should express con-
cerns about proliferation of particular facilities or nations. After September 11th we
add terrorism to the set of concerns. Like our agencies, it is my hope that the lead-
ership of the TAEA is starting to think seriously of ways to adapt to this threat.
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Ms. Ros-LEHTINEN. Without objection. And we will have all the
panelists’ statements be made a part of the record, so feel free to
summarize.

I would like to recognize for a few brief moments Ms. McKinney
and she will deliver the full text of her opening statement when we
come back.

Ms. McKINNEY. Thank you, Madam Chair. I am not going to
speak long at this particular point. I would just welcome the panel-
ists and my colleague from Durban, Ambassador Southwick, wel-
come. I have some fond memories of some of those encounters in
Durban and look forward to hearing the testimony of everyone, but
when I get back I will have a full statement pertaining to this par-
ticular topic today.

Ms. Ros-LEHTINEN. Thank you. So we will just be in recess; and
we will have a series of three votes, and we will be back. Thank
you so much.

[Recess.]

Ms. Ros-LEHTINEN. The Committee is once again in session, and
now I am very proud to recognize our Ranking Member of the Sub-
committee and my good friend, Cynthia McKinney of Georgia, who
will make her opening statement. We will be glad to submit it in
its entirety to the record.

Ms. McKINNEY. Thank you, Madam Chair.

For decades, millions of citizens in the United States and across
the world have strongly opposed the use of nuclear power. Now—
in the shadow of the tragic and sobering attacks in New York and
here in Washington, no time is better than now to seriously ques-
tion the logic and sustainability of nuclear energy use.

Why? Not even considering the fact that we will never find a safe
way to dispose of nuclear waste, we simply can’t guarantee the con-
tainment dome strength of any reactor in the world that would
withstand a modern day jet crash or that key auxiliary buildings
that house spent fuel pools could survive such attacks.

Clearly, the pre-September 11 Nuclear Regulatory Commission
precautions were based on erroneous assumptions that attackers
would try to avoid risking their own lives, would lack skills and re-
sources to cause serious harm and would probably be thwarted by
intelligence agents.

Last week one of the agencies, present here at today’s hearing,
the International Atomic Energy Agency, stated that though nu-
clear plants are by far the most robust civilian buildings in the
world, they are unlikely to survive a direct hit from an airliner
fully laden with fuel. A deliberate hit of that sort is something that
was never in any scenario at the design stage. These are vulner-
able targets and the consequences of a direct hit could be cata-
strophic.

Madam Chair, I would submit the remainder of my statement for
the record. I think that is sufficient and just about says it all.

Ms. Ros-LEHTINEN. Thank you very much. Without objection.

[The prepared statement of Ms. McKinney follows:]

PREPARED STATEMENT OF THE HONORABLE CYNTHIA A. MCKINNEY, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF GEORGIA

Thank you Madame Chair for calling this timely hearing.
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For decades, millions of citizens in the United States and across the world have
strongly opposed the use of nuclear power.

Now, in the shadow of the tragic and sobering attacks in New York and here in
Washington, no time is better than now to seriously question the logic and sustain-
ability of nuclear energy use.

Why? Not even considering the fact that we will never find a safe way to dispose
of nuclear waste, we simply cannot guarantee the containment dome strength of any
reactor in the world that will withstand a modern day jet crash or that key auxil-
iary buildings that house spent fuel pools could survive such attacks.

Clearly, the pre-September 11th Nuclear Regulatory Commission precautions
were based on erroneous assumptions that attackers would try to avoid risking their
own lives, would lack skills and resources to cause serious harm, and would prob-
ably be thwarted by intelligence agents.

According to Rigor Khripunov, the associate director of the University of Georgia’s
center for International Trade and Security who studies nuclear issues, “Sept. 11th
was a watershed in the perception of threats as we still had illusions that terrorists
may have some inhibitions in using those weapons of mass destruction. But, they
used such a weapon” by slamming hijacked jets into selected targets. There are no
inhibitions, and that includes nuclear weapons.”

Last week, one of the agencies present here at today’s hearing, the International
Atomic Energy Agency (IAEA), stated that “though nuclear plants are by far the
most robust civilian buildings in the world, they would unlikely survive a direct hit
from an airliner fully laden with fuel, a deliberate hit of that sort is something that
was never in any scenario at the design stage. These are vulnerable targets and the
consequences of a direct hit could be catastrophic”.

The reality is—had the terrorists chosen a reactor to hit on September 11th, we
would be talking about hundreds of thousands of dead and radioactive contamina-
tion over a wide area.

This new degree of vulnerability comes at a time when Nuclear Power plants
across the United States, in the months preceding the attack, had failed numerous
security tests based on mock attacks from land. There is no testing from the water
and none from the air.

In an article published last week by Scripps Howard News Service, entitled “U.S
nuclear plants fail security tests” reporter Ryan Alessi documents security tests over
the last decade where teams of ex-Navy SEALS have “penetrated nearly half of the
nation’s 103 nuclear power plants—even with as much as six month’s warning for
a test”. These tests resulted in severe damage to “target sets” such as key valves
and pumps, which would result in a meltdown of the reactors.

Worldwide, the amount of weapons-usable plutonium in the civilian fuel cycle is
also of growing concern. The civil stockpiles now rival the amount of plutonium held
by the military nuclear weapons states. Both France and Britai n each hold a stock-
pile of about 60 tons of civilian plutonium, Russia has about 30 tons and Japan do-
mestically holds about 5 tons of plutonium. Given that only a few kilograms of plu-
tonium are sufficient for a nuclear weapon, avenues for theft, diversion and attack
are of increased concern in light of the events of September 11.

Yet, neither US agencies nor the IAEA have come forward with efforts to halt the
accumulation of and commerce in plutonium for nuclear power purposes. Efforts
simply center around controls placed on the material and not around efforts to ban
the production of plutonium, which has no commercial value when used as a nuclear
fuel. Given the proliferation and environmental risks associated with plutonium, ef-
forts must now begin to halt the growth of plutonium stockpiles and to dispose of
this dangerous material as nuclear waste. The time for sweeping this problem under
the rug has ceased. The US must actively work for closure of all plutonium reproc-
essing facilities and for a halt in commerce in plutonium—key components of a true
“fissile material ban.”

With this in mind, we must consider the following chilling facts—Security meas-
ures are usually now left to each individual power plant. Increasingly, there is less
and less government oversight on security.

There are no consistent security measures between each plant and—would you be-
lieve it, a self-policing program urged by the nuclear industry is scheduled to start
this fall and approved by the Nuclear Regulatory Commission (NRC).

Clearly we must reverse the trend towards deregulation. We must have external
oversight over these plants.

Many nuclear safety experts believe that the Nuclear Regulatory Commission has
refused to upgrade security requirements at nuclear power plants over the last
years and is essentially doing nothing under industry pressure—in order to reduce
cost to industry and reduce “regulatory burden.” At least the IAEA admitted right
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after Sept. 11 that nuclear power plants weren’t designed against a crash of an air-
liner. It took the US NRC and US nuclear industry some time to admit that.

As retired rear admiral and former director of U.S military operations in Europe
and the Middle East, Eugene Carroll recently wrote in an editorial entitled “ Nu-
clear Plants Could Be Next Targets of Terrorists, “since when have private compa-
nies voluntarily disclosed security shortcomings and made costly improvements to
their security systems and personnel training? “. These failed security tests came
at a time when many in the power industry and elected officials along with mem-
bers of the Bush administration were pushing for expanded Nuclear Power use.

Vice-President Cheney stated earlier in the year that the greater use of nuclear
energy must be a part of the country’s long-term energy strategy.

Many outside the beltway will now demand that they have a voice in halting the
increase in Nuclear Power production.

Though nuclear power constitutes 20% of the U.S power supply—I think we might
all make the sacrifice in increasing our conservation efforts if it meant avoiding a
Nuclear holocaust.

Perhaps Rear Admiral Carroll says it best, “no matter how much security we put
into place only by alleviating abject poverty and hopelessness in the poorest nations
in the world can we eliminate the spirit that breeds terrorists & the sense that even
death is preferable to life under unbearable conditions. This will not be an easy or
inexpensive challenge. But, it is far less costly than the perpetual cycle of attack
and reprisal and with targets like nuclear reactors to aim at”.

I look forward to hearing from our witnesses.

Ms. ROS-LEHTINEN. And now we are pleased to hear from our
witnesses, and we will begin with Mr. Stratford. Thank you.

STATEMENT OF RICHARD J. STRATFORD, ACTING ASSISTANT
SECRETARY, BUREAU OF NONPROLIFERATION

Mr. STRATFORD. Thank you, Madam Chairwoman. With your per-
mission, I would like to just submit my written statement for the
record and make a few points orally.

The written statement goes into some detail about the role of the
TAEA in preventing terrorism, and it sums up the Agency’s activi-
ties with respect to promoting physical security and protection of
nuclear facilities and materials, helping to prevent illicit traf-
ficking, and safeguarding nuclear material against diversions to
nuclear weapons. However, I think today I would like to make
some slightly different points that go beyond the technical.

First, after September 11, nothing is business as usual anymore.
If the terrorist attacks in New York and Washington taught us
anything, it was that the unthinkable must be thought about and
the unanticipated must be planned for.

Second, the TAEA has always had a role in preventing acts of ter-
rorism, at least acts of nuclear terrorism. The safeguards system
has worked over the years to assure that weapons-usable and other
nuclear materials remain in peaceful hands.

The TAEA has played a role for many years in promoting phys-
ical security through the publication of what is called Information
Circular 225 and other documents which provide recommendations
on physical protection of nuclear material and facilities. The Con-
vention on the Physical Protection of Nuclear Material, which the
U.S. is now trying to strengthen, was negotiated under the aus-
pices of the Agency.

More recently, the IAEA’s forays into the areas of preventing il-
licit trafficking in nuclear materials and improving physical secu-
rity at nuclear facilities are a significant expansion of its efforts to
prevent terrorism.
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My third point: But is what was done in the past enough? An-
swer: I don’t think anyone here today, least of all me, would say
that enough has been done.

The events of September 11 speak for themselves about the need
to upgrade security on aircraft. We shouldn’t wait for a nuclear-re-
lated terrorist incident to prove to us that there is more to be done
with respect to the protection of nuclear material and facilities.

By the way, that phrase I used, “there is more to be done,” is
a quote from at least two different people; and I will tell you where
that came from in a second.

The Administration does recognize the need for action. The IAEA
General Conference, which just met 2 weeks ago in Vienna, heard
DOE Secretary Abraham as the first speaker in what is called the
general debate. He pointed out that terrorists will attack any tar-
get and they will use any method. He stressed the IAEA’s role in
preventing the spread of dangerous nuclear materials, providing
physical security over these materials and verifying the peaceful
uses of nuclear energy. The Secretary recognized that we cannot
assume that tomorrow’s terrorist acts will mirror those of Sep-
tember 11.

Now, one of the sources of that quote—the Secretary then said,

“But there is more to be done; and we will seek approaches
that are responsive to today’s, not yesterday’s, environment.”

He made clear that the U.S. stands behind the efforts of the JAEA
and that addressing new threats will require increased inter-
national cooperation and vigilance.

My fourth point: At the General Conference, the IAEA member
states recognized the need to put aside business as usual. Specifi-
cally, the General Conference passed a resolution on physical pro-
tection which requested the Director General to review thoroughly
the activities and programs of the Agency with a view to strength-
ening the Agency work relevant to preventing acts of terrorism in-
volving nuclear materials. And they further asked the Director
General to report to the Board of Governors as soon as possible.

My fifth point: Precisely what does strengthening the work of the
TIAEA mean? What do we want the Agency to do? Obviously, our
thoughts on the subj