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U.S. NONPROLIFERATION STRATEGY:
POLICIES AND TECHNICAL CAPABILITIES

THURSDAY, JULY 20, 2006

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS,
COMMITTEE ON INTERNATIONAL RELATIONS,
Washington, DC.

The Subcommittee met, pursuant to notice, at 9:30 a.m., in room
2255, Rayburn House Office Building, Hon. Dana Rohrabacher,
(Chairman of the Subcommittee) presiding.

Mr. ROHRABACHER. The Committee on International Relations’
Subcommittee on Oversight and Investigations is called to order.
Today the Subcommittee meets to discuss the issue of nuclear pro-
liferation and technologies associated with nuclear energy, and I'm
sure someone will correct me if I'm mispronouncing “nuclear.” Is
that the right way to pronounce nuclear, Mr. Record?

Mr. RECORD. Nuclear, yes.

Mr. ROHRABACHER. Okay. Nuclear. Okay. You know, in the past,
I hear people say, “You mispronounced that,” and I never can fig-
ure out why—what part is being mispronounced. But we will focus
on the status of the Cooperative Threat Reduction Program funded
through the State Department, the Global Nuclear Energy Partner-
ship, and related topics.

We will also consider the question of the viability of high tem-
perature gas reactors versus sodium fast reactors as alternative
sources of energy. This concept holds great potential for future en-
ergy sources for our domestic consumption and may well have non-
proliferation implications as well. There could hardly be a more ur-
gent subject than nuclear nonproliferation, specifically, keeping
weapons of mass destruction out of the hands of rogue entities. As
President Bush famously expressed it, “We will not allow the
world’s worst leaders to threaten us with the world’s worst weap-
ons.”

We meet to explore the wisest course of action for keeping such
dangerous technology away from bad actors. The question of shar-
ing nuclear technology speaks directly to the Administration agree-
ment with India, an agreement I support. And this general subject
speaks to some of the major hot spots of the world today—North
Korea, Iran, Russia. How should we proceed with this powerful,
and, yes, deadly technology, given the dangers and challenges to
various countries with which we have to deal? Our panel will help
us explore this question. Specifically, our witnesses will address,
should the United States extend nonproliferation and threat reduc-
tion demands as well as assistance to a greater number of nations?
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Can the United States afford to shift resources out of programs in
the former Soviet Union, or should it do that? Instead, should it
just add to the level of funding that currently exists in Russia in
order to accomplish these other goals?

Weapons and terrorist threats notwithstanding, after a lull of
about 30 years, nuclear power is again a major part of America’s
strategy for economic development. Programs such as the Global
Nuclear Energy Partnership and the next generation reactors are
now moving to center stage, as is evident by recent American nu-
clear energy proposals with Russia, India and other global part-
ners.

Nuclear power installations will be operating in foreign countries
as well as in the United States. Using the right nuclear technology
can reduce the threat of nuclear proliferation as well as reduce the
world’s dependence on fossil fuels, while at the same time, of
course, enhancing the United States’ stature and influence.

I am especially excited about the potential of high temperature
gas reactors. This technology holds the promise of multiple ad-
vances over present water-based technologies. The design is inher-
ently safe—even without the extensive controls it’s safe—and with-
out the safety technology that is required in present reactors. So
the reactor can use plutonium as a fuel and reduce the amount of
spent output by 95 percent. The reactor can also burn spent fuel
from other reactors, thus reducing the load on the repositories such
as Yucca Mountain and other such repositories around the world.

The temperatures at which the reactor runs will lead to the pro-
duction of hydrogen, which can be used as a future fuel base for
various applications. The Department of Energy is working on so-
dium cooled fast reactor technology, another new approach, which
also has the promise to reduce the stockpile of weapons grade nu-
clear material.

After a long period of stagnation and inactivity, it’s good to see
that more than one alternative is emerging in the field of nuclear
power generally, and we are anxious to hear about this choice and
about our choices for the future in terms of nuclear energy. Wheth-
er the nuclear industry is capable of both addressing domestic en-
ergy needs and assisting in nonproliferation concerns will be con-
sidered. I believe that in this sense, energy policy is foreign policy.

Our first witness today is a familiar face. Frank Record has
served as Acting Assistant Secretary of State for the Bureau of
International Security and Nonproliferation since 2006. Prior to
that—did I say something wrong there?

Mr. RECORD. No.

Mr. ROHRABACHER. Okay. Prior to that—I thought maybe I gave
you some credit there.

Mr. DELAHUNT. Yes, you have said something wrong, but I'm
still—he’ll give you equal time.

Mr. ROHRABACHER. Prior to that, he served as senior professional
staff on this Committee from 1990 to 2004, where he worked inter-
national organizations trade and security-related issues. Since then
he’s been at the Department of State and is now in this critical ca-
pacity.

And our other witnesses will include John Kotek, Manager of
Nuclear Programs at Washington Policy and Analysis, Incor-
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porated; Mark Haynes, Vice President for Energy Development and
Washington Operations at General Atomics; and Leonard Spector,
Deputy Director of the Center for Nonproliferation Studies, Mon-
terey Institute for International Studies.

These are distinguished experts all and we welcome them. The
Subcommittee will be interested in learning from our panelists
what they have to teach us, and we look forward to hearing from
all of you. And now I would like to yield to my distinguished col-
league, Mr. Delahunt, for his opening statement, should he choose
to make one.

Mr. DELAHUNT. Well, thank you, Mr. Chairman, and let me just
join you in welcoming Frank back before the Committee. We all
can applaud his record of service to the House International Rela-
tions Committee, and it’s good to see you, Frank.

Mr. RECORD. It’s a pleasure to be here.

Mr. DELAHUNT. I'm going to waive any opening statement. But
you did make reference to the President in his earlier remarks re-
garding not allowing the bad guys to have bad weapons. And I
would just note that it’s my own impression that since the invasion
of Iraq, both Iran and North Korea have made considerable
progress in terms of developing—and this is information that one
can glean from the public domain—have made considerable
progress to the development of nuclear weapons, and because of
our involvement in Iraq, our options appear to be extremely lim-
ited, unless we’re prepared to take action, which I don’t think
would be supported by many in this Congress as well as the Amer-
ican people.

But having said that, I'll yield back.

Mr. ROHRABACHER. Well, now those North Koreans and every-
body else in the world knows we'’re serious, don’t they? But I'll give
you—you can come back to that.

Mr. DELAHUNT. Yeah. We'll discuss that. You’ll have to indulge
us, a little repartee going on. My memory is that there was a re-
port in one of the—or several of the—major outlets, I think both
the New York Times and the Washington Times, at the beginning
of the Bush Administration, that there was enough fissile material
for the creation of one or two nuclear bombs, and now, according
to the Washington Times and other media outlets, they've got
enough to put together eight to ten nuclear weapons. So, I dare
say, they've got the message. And the message is if the United
States threatens you, it’s best to develop a nuclear weapons pro-
gram so that you don’t endure the same fate of what occurred in
Iraq. And maybe it’s a policy that we should be very, very careful
of adopting, because as these weapons proliferate, it’s clear that
there will be other nations that may not be hostile at this par-
ticular point in time, but in this chaotic international order, could
very well lead to a nuclear arms race globally that will threaten
all of us.

And with that, I'll yield back.

Mr. ROHRABACHER. Instead of firing another salvo, what we’re
going to do is go to Mr. Record and let him tell us about the efforts
of this Administration and past efforts in the area of nonprolifera-
tion and how successful we have been, especially concerning that
with the former Soviet Union.



You may proceed, Mr. Record.

STATEMENT OF MR. FRANCIS C. RECORD, ACTING ASSISTANT
SECRETARY, BUREAU OF INTERNATIONAL SECURITY AND
NONPROLIFERATION, U.S. DEPARTMENT OF STATE

Mr. RECORD. Thank you very much, Chairman Rohrabacher, and
Ranking Member Delahunt. Thank you for the introduction. It’s a
great pleasure to be back here on this side of the witness table this
time.

You've outlined a number of topics there. I'm not going to really
be able to cover all the topics that the Bureau of International Se-
curity and Nonproliferation is involved in. I think I'm going to
touch on some of your concerns, Mr. Delahunt. Maybe I won’t an-
swer all your concerns, but I'll touch on them in the testimony. I'm
sure we can follow up about Iran the issues of DPRK (Democratic
People’s Republic of Korea) and how we’re trying to address those
very serious issues you mentioned.

But this morning I'd like to at least touch on some issues relat-
ing to the topic of U.S. nonproliferation strategy, policies and tech-
nical capabilities, the topic at hand here.

I'm going to cover several of the issues related to our overall
strategy and identify some of our priorities, and the central role,
particularly of our national strategy to combat weapons of mass de-
struction, that it plays in our overall nonproliferation strategy.

I'd also provide a brief overview and certainly a willingness to
provide more information later of the new Global Initiative to Com-
bat Nuclear Terrorism that I think speaks to some of the issues
you’ve already touched on. This was announced this last weekend
by Presidents Bush and Putin at the St. Petersburg summit, and
we feel it’s a critical step, not only to prevent the terrorists acquisi-
tion and use of weapons of mass destruction, but also an important
step to implement Secretary Rice’s vision of transformational diplo-
macy.

The President has made clear that a nuclear power in the hands
of a terrorist is our country’s most serious national security threat,
and we know that terrorist organizations such as al-Qaeda have ex-
pressed their desire to acquire a nuclear capability. And on July
15th in St. Petersburg, Presidents Bush and Putin announced the
global initiative to confront and defeat this threat.

The central objective of the global initiative is to establish a
growing network of partner nations that are committed to taking
effective action to adapt to the changing nature of this threat.

Now our efforts here are focused in a number of directions, not
only at the source, for example, where nuclear material is produced
or stored or transported and used, but also in the final disposition
of high risk vulnerable nuclear and radiological materials around
the world. And so through this initiative, we’ll continue to
pri?ritize our efforts to identify and secure and remove these mate-
rials.

In short, we like to call this the layered defense in-depth ap-
proach to the problem. And since our efforts to secure nuclear ma-
terial can never be fail safe, we must enhance the current efforts
to develop a global interoperable architecture system capable of de-
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tecting the movement of both nuclear and radiological material
threats.

A comprehensive architecture should also include capabilities to
detect the movement of funds and economic resources that support
nuclear terrorism. We feel that the global initiative then will
strengthen our response capabilities to stop imminent attacks and
mitigate those consequences, should they ever occur. And by joining
the global initiative, partner nations will have an opportunity in
participating in these exercises to enhance their capabilities and to
work on their own circumstances and be able to get the benefit and
cooperation of other partner nations working together.

And in this initiative, we look forward to cooperating with the
IAEA (International Atomic Energy Agency), and invite them to
participate as an observer as well.

At the State Department, we’ve taken steps to ensure that our
work to prevent terrorist acquisition and use of nuclear weapons,
as well as WMD (weapons of mass destruction), fits in with a larg-
er context of Secretary Rice’s vision of transformational diplomacy.
Transforming our diplomacy to combat WMD terrorism involves
more than providing assistance to foreign partners. It also requires
that we develop a global layered defense in depth with them.

Transformational diplomacy also offers us an opportunity to
build new kinds of partnerships that transcend customary relations
with states, international organizations and the like. So, the extent
to which we can work with the private sector and get the benefit
of their assistance would be also beneficial to our interests.

The Global Initiative to Combat Nuclear Terrorism also marks
an important step in the implementation of the national strategy
to combat weapons of mass destruction released by the President
in 2002, as well as the national strategy to combat terrorism.

The national strategy to combat weapons of mass destruction
identified the importance of the WMD terrorist threat and empha-
sized the need to ensure that all three pillars of our strategy, non-
proliferation, counterproliferation and consequence management,
are deployed to keep the world’s most dangerous weapons out of
the hands of the world’s most dangerous actors.

Now a couple of words about some of the challenges we’re facing
that Ranking Member Delahunt referred to. Traditional non-
proliferation tools are an integral component of comprehensive
strategy to combat weapons of mass destruction. The national
strategy to combat weapons of mass destruction highlights the im-
portance of pursuing an active nonproliferation diplomacy,
strengthening traditional nonproliferation regimes and bolstering
our threat reduction programs regarding WMD materials in the
former Soviet Union.

Our key challenge in this respect is to end North Korean and
Iranian nuclear ambitions and their weapons programs. The Presi-
dent has made clear that while all options remain on the table, our
preference is to address these threats through diplomacy.

In the six-party joint statement of September 2005, North Korea
committed to abandoning all its nuclear weapons and existing nu-
clear programs. This is a notable development that we still must
agree on and implement, the detailed requirements of North Ko-
rean denuclearization and verification. At the same time, we must
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and will continue our defensive measures and expand them as re-
quired to ensure we can protect ourselves from the proliferation ac-
tions of North Korea as well as the illicit activities it’s engaged in,
such as money laundering and counterfeiting.

Specifically, the UN (United Nations) Security Council Resolu-
tion 1695, which passed unanimously following North Korea’s July
4th and 5th campaign of ballistic missile launches, sends a clear
message to the North Korea regime that the international commu-
nity will not tolerate its WMD and missile proliferation activities.

The resolution specifically requires that all states exercise vigi-
lance and prevent the transfer of missile-related items to North Ko-
rea’s missile or WMD programs, the procurement of such items to
North Korea’s missile or WMD programs, and the transfer of any
financial resources in relation to North Korea’s missile and WMD
programs.

And right now, we are embarking on a course of close consulta-
tion with our partners, those countries in the Security Council and
others, on the full implementation of this resolution, including the
interdiction of WMD and missile-related shipments.

Now with respect to Iran, we are pursuing a resolution, as you
all know, a UN Security Council resolution to make Iran’s suspen-
sion mandatory. Iran has had 6 weeks to review the package of in-
centives offered by the P5+1 (permanent five plus one) govern-
ments, and this far-reaching package contains potential economic,
political and technological benefits for the Iranian people that
would follow from a conclusion of negotiations with Iran.

Unfortunately, Iran has failed to take the essential steps needed
to allow the negotiations to begin, and specifically the suspension
of all enrichment-related reprocessing activities. So we see the
quilc{k adoption of this resolution as soon as possible as a priority
task.

The P5+1 ministers have made clear that if Iran continues on
the present course—and it has disregarded numerous calls made by
the TAEA board of governors and UN Security Council—the P5+1
will seek a sanctions resolution in the Security Council. Iran, how-
ever, still can make the right choice and the P5+1 package remains
on the table.

Now in regard to some of the programs that I think you men-
tioned in the beginning, Chairman Rohrabacher, our traditional
nonproliferation tools are an integral component of our comprehen-
sive strategy to combat weapons of mass destruction. Our non-
proliferation strategy recognizes that the former Soviet states are
still littered with reminders of the massive architecture of the
former Soviet WMD program, including a large number of facilities
that could serve as potential sources for terrorists and states seek-
ing WMD.

Since the inauguration of the Cooperative Threat Reduction Pro-
gram (CTRP) in 1992, or, as it is often referred to, the Nunn-Lugar
program, the United States has worked with the Russian Federa-
tion and other former Soviet states to eliminate WMD threats
posed by the legacy of the Cold War. As you are probably familiar,
on June 16th, the United States and the Russian Federation signed
a new protocol extending CTRP for an additional 7 years, an um-
brella agreement.



7

. 1\(;11". ROHRABACHER. How much money has been spent on that so
ar?

Mr. RECORD. I can get you the exact figure, but I think it’s over—
close to about $10 billion.

Mr. ROHRABACHER. $10 billion?

Mr. RECORD. We'll get you the exact figure on that. And some of
the issues in that regard relate to the priorities outlined by Russia
and by other states, and we’re continuing to talk to them about our
concerns with—proliferation-related concerns and other former So-
viet states. That’s an issue as well. And I can give you a specific
example of where we’ve had some successes, and I'll be glad to give
that to you as we go along.

Mr. ROHRABACHER. I'd like to hear them as part of your testi-
mony.

Mr. RECORD. Absolutely. I'll come back to that. Now while sus-
taining our Cooperative Threat Reduction efforts, and that con-
tinues to be a priority nonproliferation policy, the Department of
State is also building on existing programs with support to new ap-
proaches, such as the President’s Global Nuclear Energy Partner-
ship, or GNEP.

GNEP seeks to encourage substantial worldwide expansion of
economic, carbon-free nuclear energy to meet growing electricity
demands without the spread of sensitive technologies that can con-
tribute to weapons proliferation. An important goal of GNEP will
be the design and deployment of more proliferation-resistant small
scale nuclear reactors that will be well suited to the infrastructure
of developing countries.

The GNEP envisions a consortium of nations with secure ad-
vanced nuclear capabilities providing reliable nuclear field services
to other nations who forego enrichment and reprocessing and
money nuclear energy only for peaceful power generation.

Now I can’t address perhaps all of your issues or concerns about
technical aspects or challenges we’re facing on the high tempera-
ture gas reactors that you mentioned. I think specifically the
GTMHR (Gas Turbine Modular Helium Reactor), and those sub-
jects are perhaps best addressed by the Department of Energy, but
we could have a discussion following this of some of the points here
I think you mentioned.

Now, in addition to some of these other tools I've mentioned, a
key aspect of our battle against WMD terror is the very important
tool, the Proliferation Security Initiative (PSI), so called. This was
launched by the President in 2003 to stop trafficking of weapons
of mass destruction delivery systems and related materials to and
from states and non-state actors of proliferation concern.

As you know, the primary focus of PSI is on actual interdiction
operations, and operational exercise activities. We have more than
50 countries participating in one or more of our 20 operational ex-
ercises, and we've just concluded a very successful meeting of PSI
i%ta‘aes, including a number of new states that just joined PSI in Po-
and.

These interdiction exercises are designed to improve capabilities
of the country and also participants’ ability to work together in this
interdiction exercise. They’re hosted, again, around the world by a
number of individual participants, and we’re further operational-
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izing our ability to pursue and conclude ship-boarding agreements.
Currently, we have over 70 countries now participating, and we'’re
working on expanding that number as we go.

Another comprehensive approach to combatting WMD terrorism
also involves the development and sustainment of robust WMD
consequence management capabilities, should we suffer a WMD at-
tack. Consequence management capabilities can help us minimize
the loss of life as well as economic destruction associated with the
release of the WMD. The potential scale and geographic scope and
consequences of a WMD terrorist attack demand that all members
of the international community cooperate in this effort, in the re-
sponse effort.

Now just for a moment, I'll touch on some of the technical capa-
bilities aspects of your proposed topic here at hand today. The tech-
nical capabilities of the United States and our foreign partners are
going to be a crucial determinant of our success and sustained re-
search and development in particular and cooperation will deter-
mine the ultimate success or failure of our efforts.

While the Department of Energy is perhaps in a better position
to answer some detailed questions about proliferation-resistant nu-
clear energy technology, let me offer some reflections regarding
some of the technical capabilities that we’re going to use to support
the new global initiative.

Denying terrorist access to sensitive nuclear material depends on
our improving controls on those who access—who have access to
these facilities, as well as technical capabilities necessary to im-
prove monitoring and ensure personal reliability at facilities.

Developing global detection architecture will require the tech-
nical capability to distinguish dangerous materials from back-
ground noise. This is true not only for nuclear and radiological ter-
rorism, but also chemical and bioterrorism as well.

Detection technologies alone are of little use unless they’re inte-
grated to well engineered systems or network systems that ensure
overall capabilities. Detecting the movement of funds and terrorist
exploitation of cyberspace is another technical component, although
investments in technical means, such as forensic accounting and al-
goriilthms that detect patters of suspicious activity is important as
well.

Terrorists seeking to acquire and use WMD move quickly and
adapt to circumstances taken by law enforcement and other au-
thorities. So our information-sharing capabilities with our foreign
partners is crucial in this effort in determining our overall effec-
tiveness.

Technical capabilities are equally important in our success in
dealing with the aftermath of any WMD events as well, and we are
going to bring those fully in to bear.

So, in conclusion, Mr. Chairman, now the President has declared
that a nuclear weapon in the hands of a terrorist is the single most
important threat we face today. And since September 11th, 2001,
the State Department has taken a number of steps, some of which
I've outlined today, to reduce the risk of nuclear weapons and other
weapons of mass destruction falling into terrorist hands.

Since 2002, we've been guided by a national strategy, which I
have mentioned. And the President has announced this new initia-
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tive, the Global Initiative to Combat Nuclear Terrorism, to guide
our partnership and capability efforts to further refine our efforts
and to ensure that we have a network and a partnership capability.
And I would just note on that score that several bodies, including
the WMD Commission, the 9-11 Commission and others, spoke to
this increased risk of nuclear terrorism and recommended that the
Administration devote attention and resources on this point, and I
think this global initiative that we now are putting together and
briefing the Hill and others on, and seeking partner nations speaks
to some of those concerns that were raised by those bodies.

That concludes my formal remarks, but I can follow up on spe-
cific points on some of the specific activities we have on CTRP (Co-
operative Threat Reduction Program), if you like, with regard to
Russia.

[The prepared statement of Mr. Record follows:]

PREPARED STATEMENT OF MR. FRANCIS C. RECORD, ACTING ASSISTANT SECRETARY,
BUREAU OF INTERNATIONAL SECURITY AND NONPROLIFERATION, U.S. DEPARTMENT
OF STATE

Introduction

Mr. Chairman, let me begin by thanking you, along with Ranking Member
Delahunt and the other distinguished members of the subcommittee, for giving me
the opportunity to appear before you on the topic of U.S. Nonproliferation Strategy:
Policies and Technical Capabilities.

My remarks today are not intended to cover all aspects of U.S. nonproliferation
strategy. Rather, I will identify some of our key nonproliferation policy priorities
and outline the central role that the U.S. National Strategy to Combat Weapons of
Mass Destruction plays in informing our nonproliferation strategy. I will conclude
with consideration of some of the technical capabilities that are necessary to improv-
ing our nonproliferation and overall combating WMD efforts. To begin, however, I
will provide an overview of the new Global Initiative to Combat Nuclear Terrorism,
announced last weekend by Presidents Bush and Putin in St. Petersburg, a critical
step not only to prevent terrorist acquisition and use of weapons of mass destruc-
tion, but also an important step to implement Secretary Rice’s vision of trans-
formational diplomacy.

The Global Initiative to Combat Nuclear Terrorism

The President has made clear that a nuclear weapon in the hands of a terrorist
is our country’s most serious national security threat. We know that terrorist orga-
nizations such as Al Qaeda have expressed their desire to acquire a nuclear capa-
bility. We also know that state sponsors of terrorism are seeking to acquire a nu-
clear capability. Finally, we know that non-state actors such as A.Q. Khan have
sought to profit from black market trading in nuclear technology. Taken together,
these trends make nuclear terrorism not only the most serious national security
challenge we face, but also the most urgent.

On July 15, in St. Petersburg, Presidents Bush and Putin announced the Global
Initiative to Combat Nuclear Terrorism to confront and defeat this threat. The cen-
tral objective of the Global Initiative to Combat Nuclear Terrorism is to establish
a growing network of partner nations that are committed to taking effective meas-
ures to build a layered defense-in-depth that can continuously adapt to the changing
nature of the threat. While many individual programs and efforts have approached
one element or aspect of the nuclear terrorism threat, the Global Initiative provides
a capacity building framework for building on existing partnerships and for estab-
lishing new partnerships with those nations that wish to take similar action.

The global layered defense begins at the source where nuclear material is pro-
duced, stored, transported and used. The Global Threat Reduction Initiative (GTRI)
focuses efforts to identify, secure, remove or facilitate the final disposition of high-
risk, vulnerable nuclear and radiological materials around the world as quickly as
possible. The United States is working with eight other countries in adopting guide-
lines for responsible management of plutonium and is pursuing similar guideline for
minimizing and eventually eliminating, where technically and economically feasible,
the use of highly enriched uranium in civil activities.
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Our existing and future efforts to secure nuclear material can never be fail-safe.
We must enhance current efforts to develop a global detection architecture capable
of detecting the movement of both nuclear and radiological threats. Here the Global
Initiative will build on and sustain the successes of the Megaports Program, the
Container Security Initiative and the Domestic Nuclear Detection Office, and cata-
lyze new partnerships to ensure standards for interoperability between these pro-
grams and their counterparts among partner nations. Our architecture must enable
fixed and mobile detection across the air, land, and maritime domains and be flexi-
ble enough to ensure that our partners can complementary capabilities and easily
integrate with our own.

A comprehensive architecture must also include capabilities to detect the move-
ment of funds that support nuclear terrorism and the growing threat posed by ter-
rorists seeking to procure nuclear technology through cyberspace. Here the Global
Initiative will build on efforts underway at the Department of the Treasury to block
the assets of terrorists and proliferators. To protect cyberspace, we should work with
the Department of Homeland Security to protect our critical cyber infrastructure,
including the relationship to critical nuclear facilities. We must develop new ap-
proaches to stop terrorists from using the virtual safe haven of cyberspace for plan-
ning attacks with nuclear weapons or upon nuclear facilities or infrastructure.

The Global Initiative will also strengthen our response capabilities to stop immi-
nent attacks and mitigate their consequences should they occur. In this area, we
will leverage the experience and capabilities of the Department of Energy, the De-
partment of Defense, and the Department of Justice and FBI. At the same time,
we must acknowledge that U.S. capabilities alone cannot meet this challenge. We
will foster relationships with partner nations’ programs that can support cooperative
concepts of operations for emergency response and consequence management. By
joining the Global Initiative, partner nations will have the opportunity to participate
in joint exercises that support the development of their own capabilities, and under
certain circumstances, call on the assistance of partner nations.

In carrying out this new initiative, we will also cooperate with the IAEA and in-
vite them to participate as an observer. The Global Initiative builds on international
legal frameworks such as the International Convention on the Suppression of Acts
of Nuclear Terrorism, the Convention on the Physical Protection of Nuclear Material
and Nuclear Facilities, and UN Security Resolutions 1373 and 1540, as well as na-
tional legal authorities.

Transforming our Diplomacy to Combat WMD Terrorism

At the Department of State, we have taken steps to ensure that our work to pre-
vent terrorist acquisition and use nuclear weapons, as well as other WMD, fits in
with the larger context of Secretary Rice’s vision of transformational diplomacy. As
the Secretary articulated in her Georgetown University speech, the essence of trans-
formational diplomacy is: “to work with our many partners around the world, to
build and sustain democratic, well-governed states that will respond to the needs
of their people and conduct themselves responsibly in the international system.” Our
efforts to combat WMD terrorism must build on this transformational vision of part-
nership—both at home and abroad. We will develop and sustain international part-
nerships that bring a regional and local focus to our international cooperation efforts
and enhance the effectiveness of our global strategy.

Transforming our diplomacy to combat WMD terrorism involves more than pro-
viding assistance to foreign partners; it requires that we develop a global layered
defense-in-depth with them. Transformational diplomacy also offers us an oppor-
tunity to build new kinds of partnerships that transcend the State Department’s
customary relationships with foreign governments and international organizations.
We must rethink the role that the private sector can and should play in both the
traditional areas of nonproliferation strategy and policy, but also in more focused
efforts to reduce the risk of terrorist acquisition and use of WMD. We must make
clear to the private sector the common interest we share in keeping their assets and
infrastructure free from either direct attack or from exploitation by terrorist actors
seeking to acquire or use nuclear or radiological materials. Through the Global Ini-
tiative to Combat Nuclear Terrorism and other WMD terrorism initiatives, we will
pursue new partnerships with the private sector that offer a low-cost means to re-
duce WMD terrorism risk.

It is worth bearing in mind that we have already taken many steps since 9/11
to address the growing threat of WMD terrorism. The development of comprehen-
sive national strategies to combat WMD and terrorism respectively, as well as the
establishment of the National Counterterrorism Center and the National
Counterproliferation Center have brought new vigor and focused attention to com-
bating the nexus of WMD and terrorism. The Department of State intends to build
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on these strategies and new organizations to ensure that we have the right plans
and capabilities to deter, detect, and defeat this threat.

Nonproliferation and Our National Strategy to Combat WMD

The Global Initiative to Combat Nuclear Terrorism also marks yet another step
in the implementation of the National Strategy to Combat Weapons of Mass De-
struction, released by the President in 2002, as well as of the National Strategy to
Combat Terrorism. The National Strategy to Combat Weapons of Mass Destruction
identified the importance of WMD terrorist threat and emphasized the need to en-
sure that all three of the strategy’s pillars—nonproliferation, counterproliferation,
and consequence management—are deployed to keep the world’s most dangerous
weapons out of the hands of the world’s most dangerous actors.

Our overall combating WMD strategy focuses particular attention on the impor-
tance of developing the full range of international cooperation and partnerships—
with partner nations, international organizations, as well as with the private sector.
The State Department’s overseas efforts to prevent terrorist acquisition and use of
weapons of mass destruction build on years of interagency nonproliferation collabo-
ration with established agencies such as the Department of Energy and the Depart-
ment of Defense, while also focusing attention on establishing new, cooperative links
with more recently-established interagency offices such as the Domestic Nuclear De-
tection Office (DNDO).

We also recognize that each country faces unique challenges to do their part to
prevent terrorists from acquiring or using a nuclear weapon. In fact, no two coun-
tries are exposed to the same risk or threats of WMD terrorism. Some countries
may lack the institutional capacity or the laws, regulations, and enforcement capac-
ity to stop terrorists or those providing them aid as they seek to acquire a WMD
capability. Other countries may have laws and the security forces to stop terrorists
and their facilitators, but only limited means to detect the movement of material
or related illicit transactions. To succeed in this increasingly complex environment
made more difficult by globalization, we must focus our tasks and activities and our
partnerships to account for country and region-specific factors. In short, diplomatic
approaches to combating WMD, which work in one country, may 